Abstract. Substitution Box or S-Box had been generated using 4-bit Boolean
Box of Advance Encryption Standard have also been generated using Irreducible Polynomials over Galois field GF(2 8 ) adding an additive constant in early twenty first century. In this paper Substitution Boxes have been generated from Irreducible or Reducible Polynomials over Galois field GF(p q ). Binary Galois fields have been used to generate Substitution Boxes. Since the Galois Field Number or the Number generated from coefficients of a polynomial over a particular Binary Galois field (2 q ) is similar to log 2 q+1 bit BFs. So generation of log 2 q+1 bit S-Boxes is Possible. Now if p = prime or non-prime number then generation of S-Boxes is possible using Galois field GF (p q ). where, q = p-1. [4] .
q bit proper Substitution box or S-Box have 2 q elements in an array
where each element is unique and distinct and arranged in a random fashion varies from 0 to q. Polynomials over Galois field GF(p q ) have been termed as binary polynomials if p = 2. The binary number constructed with q = 0 at LSB and q = q at MSB has been termed as binary Coefficient Number or BCN of log 2 q+1 bits.
The Binary Coefficient Number or BCN over Galois field GF(p q ) has been similar with log 2 q+1 bit BFs. The log 2 q+1 bit S-Boxes have been generated using log 2 q+1 bit BCNs. In this paper proper 4, 5, 6, 7, and 8 bit S-Boxes have been generated using BCNs and the procure has been continued as a future scope to generate 16
and 32 bit S-Boxes. The non-repeated Coefficients of BPs over Galois field GF(p q ), where P = 2 (log 2 q+1) and q = p-1 have been used to generate log 2 q+1 bit SBoxes. In this paper proper 4, 5, 6, 7, and 8 bit S-Boxes have been generated using BCNs and the procure has been continued as a future scope to generate 16 and 32 bit S-Boxes.
Main goal of the Smart Object For Intelligent Application (SOFIA) project is to make "information" in the physical world available for smart servicesconnecting physical world with information world [5] [6] [7] . Full access to information present in the embedded computing devices has a potential for large impact on the daily lives of people living in this environment [8] 
Relation between 4-bit S-Boxes and Polynomials over Galois field GF (2 15
). Index of Each element of a 4-bit bijective crypto S-Box and the element itself is a hexadecimal number and that can be converted into a 4-bit bit sequence.
From row 2 through 5 and row 7 through A of each column from 1 through G of Table. 2. shows the 4-bit bit sequences of the corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself. Each row from 2 through 5 and 7 through A from column 1 through G constitutes a 16 bit, bit sequence that is a Basic Polynomial over Galois field GF (2 15 Table. 3.
R o w
Column 1 Index of Each element of a 4-bit bijective crypto S-Box and the element itself is a hexadecimal number and that can be converted into a 4-bit bit sequence. From row 2 through 5 and row 7 through A of each column from 1 through G of Table. 5.
shows the 4-bit bit sequences of the corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself.
Each row from 2 through 5 and 7 through A from column 1 through G constitutes a 16 bit, bit sequence that is a Basic Polynomial over Galois field GF (2 15 Table. 6. 
Row Column

Generation of 8-bit Identity Crypto S-Box from Eight Polynomials over Binary Galois Field GF(2 255
).
The Concerned 8-bit Identity S-Box has been shown in table.7 where each element of the first row of Table.7 Here the given Substitution Box is the 8-bit Identity Crypto S-Box. 
Row Column
Index of Each element of an 8-bit bijective crypto S-Box and the element itself is
a hexadecimal number and that can be converted into a 256-bit long 8 bit bit sequence. From row 2 through 9 and row A through H of column 2 of Table. 8.
shows the 8-bit bit sequences of the corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself.
Each row from 2 through 9 and A through H of column 2 constitutes a 256 bit, bit sequence that is a Basic Polynomial over Galois field GF (2 255 START.
Step OA. Choose 4 Galois field Polynomials over Galois field GF( 2 15 ) or 8 Galois field Polynomials over Galois field GF (2 255 ).
Step.01. If Number of Terms in BCNs are Half of Number of total terms Then
Step 02. Else Step 0A.
Step.02. Convert to decimal the 4 or 8 bit binary number generated by bits in same position of 4 BCNs for Galois field Polynomials over Galois field GF(2 15 ) or 8 Galois field Polynomials over Galois field GF (2 255 ).
STOP.
Time Complexity of the given Algorithm. O(n). For the above Polynomial The Constituted 4-bit S-Box have been given in Table   11 . forms a 8-bit S-Box. The Coefficient of highest or lowest degree term must be the 1 st element in 4-bit S-box, the value of other elements are the value of coef-ficients with immediate degree less than or greater than the previous one. Let
4 and 8 bit S-Box Generation by respective BCNs over Non Binary Galois
Row Column
The Polynomial be, Let the Polynomial be given in Table. 12.,
Polynomial BP(x) =
0. For the above Polynomial The Constituted 8-bit S-Box have been given in Table  13 . 
Row Column
